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OMS RPC service is based on qooxdoo RPC model (implemented in python) — utilizing JSON-RPC as the serialization
and method call protocol. API usage: please acquire valid session id (SESSID) through AuthService and then just
follow the query url examples.

Available RPC API methods are grouped into OMS RPC services like:

FuncServi ce

KVMPl usOvzSer vi ce
OpenVZSer vi ce
SSHSer vi ce
KVMSer vi ce

| SCSer vi ce
LVMSer vi ce

Aut hSer vi ce

TagServi ce

St at sServi ce

Net I nt er f aceSer vi ce

User Servi ce

All RPC server service methods might raise the following error types:

FuncManEr r or
Aut hErr or
Conf i gur ati onReadErr or

Dat abaseConnecti onError

Dat abaseSel ect Err or

Dat abaseUpdat eEr r or

Dat abasel nsert Error

Dat abaseDel et eErr or

FuncMet hodTi neout Error
NoFuncZabbi xCl i ent Error
Zabbi xAgent Not Support edErr or

FuncService

# returns list of request hostnames

# query example
https://hostnane: 8000/ ?i d=1&servi ce=funcservi ces&nmet hod=l i st _r equest s&par ans=[ " SESSI| D', 0]

# sample response

[{"nane": "signed_host nanel"},

{"error": null, "id": 1, "result": {"type": "func", "resu
{"nanme":"si gned_hostnanme2"}, {"nane":"signed_hostnane3"}]

It":
b}

# returns list of hostnames whose type could not be identified and to be reviewed by user (these hosts had type
"physical" assigned to them)




# query example

https://hostnane: 8000/ ?i d=1&servi ce=f uncservi ces&nmet hod=si gn_r equest s&par ans=[ " SESSI| D', 0,
["funcclient"]]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": [{"nane":"unknown_hostnanel"},
{"name": "unknown_host nane2"}, {"nanme":"unknown_hostnane3"}]}}

# raises errors

UnknownSi gnRequest sError - unknown hosts in the to-be-signed list, unknown hosts will be
represented as conma separated text

SSHKeyCreat eError - unable to create SSH RSA key pair on RPC server
SSHKeyAddError - unable to add SSH RSA public key to RPC server

# removes certmaster sign requests for given hostnames

# query example

https://hostnanme: 8000/ ?i d=1&ser vi ce=f uncservi ces&met hod=r enove_r equest s&par ans=[ " SESS| D', 0,
["funcclient"]]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": 0}}

# raises errors

UnknownRenpveRequest Error - unknown hosts in the to-be-renpved |ist, unknown hosts will be
represented as conma separated text

# returns list of signed hostnames (if optional tag name is given then returns hostnames filtered by tag_name)

# query example

https://host nane: 8000/ ?i d=1&servi ce=funcservi ces&net hod=l i st _si gned&par ans=[ " SESSI D', 0]
https://hostnane: 8000/ ?i d=1&servi ce=f uncservi ces&nmet hod=li st _si gned&par ans=[ " SESSI D', 0, " OpenNode" |

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": [{"name": "funcclient", "status"
1, "vntount" : 0, "tags": [{"tag": "OpenNode", "level": 1}]1}]}}

# raises errors

# removes certmaster signed certificates for given hostnames
# remarks: hostname.cert is deleted on the host separately and func service is restarted with at command (a now
+2minutes) after which the host is back in requests list

# query example

https://hostnane: 8000/ ?i d=1&servi ce=funcservi ces&nmet hod=r enove_si gned&par ans=[ " SESSI D', 0,
["funcclient"]]

# sample response

{"error": null, "id': 1, “result": {"type": "func", “"result": {"failed_renovals": ["test-

virtl"]}}}
# raises errors

UnknownRenpveSi gnedError - unknown hosts in the to-be-renpved list, unknown hosts will be
represented as comua separated text

SSHKeyRenoveError - unable to rembve SSH RSA public key




KVMPIlusOvzService

# returns KVM+OpenVZ VMs on given server. VMs are differentiated by the value of key "type"

# query example

https://host nane: 8000/ ?
i d=1&servi ce=kvnpl usovzservi ces&nmet hod=li st _vnmsé&par ans=[ "SESSI D', 0, "funcclient", "cpu", "nenory", "df
", "networ k"]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client": "funcclient", "result":
[{"status": 1, "stats": {"nmenory": {"max": "2097152", "percentage": "23.10", "used": "484352"},
"network": {}, "cpu": {"timestanp": "1285129775.26", "percentage": "100.00", "cputinme":
"14168300000000"}}, "nanme": "w nxpl", "tags": [], "type": "kvn', "id": "w nxpl"}, {"status": 1,
"stats": {"nmenory": {"nmax": "1048576", "percentage": "21.68", "used": "227328"}, "network": {},
"cpu": {"timestanp": "1285129775.3", "percentage": "1.12", "cputinme": "37140000000"}}, "nanme":
"W nxp2", "tags": [], "type": "kvnt, "id": "wi nxp2"}, {"status": 1, "stats": {"nmenory": {"max":
"1048576", "percentage": "10.35", "used": "108544"}, "network": {}, "cpu": {"tinmestanp":
"1285129775. 34", "percentage": "1.12", "cputinme": "2025730000000"}}, "nanme": "centos54", "tags":
[1, "type": "kvnm, "id": "centos54"}, {"status": 0, "stats": {}, "nane": "openfiler23", "tags":
[1, "type": "kvmt, "id": "openfiler23"}, {"status": 0, "stats": {}, "nane": "centosb54-2", "tags":
[1, "type": "kvnt, "id": "centos54-2"}, {"status": 0, "stats": {}, "nane": "testvn, "tags": [],
"type": "kvni, "id": "testvm}, {"status": 0, "stats": {}, "nane": "openfiler2", "tags": [],
"type": "kvni, "id": "openfiler2"}, {"status": 1, "stats": {"df": {"percentage": "38.31", "total":
"1441792", "used": "552396"}, "nmenory": {"percentage": "2.01", "total": "786432", "used":
"15812"}, "cpu": {"percentage": "0.00"}, "network": {"ip": "192.168.1.211", "nane": "venet0"}},
"nane": "devct104. active.ee", "tags": [], "type": "openvz", "id": "104"}, {"status": 1, "stats":
{"df": {"percentage": "3.39", "total": "16318464", "used": "552460"}, "nmenory": {"percentage":
"1.20", "total": "1179648", "used": "14140"}, "cpu": {"percentage": "0.00"}, "network": {"ip":
"192.168. 1. 226", "nane": "venet0"}}, "nanme": "veebiserver.active.ee", "tags": [], "type":
"openvz", "id": "130"}, {"status": 1, "stats": {"df": {"percentage": "4.19", "total": "13185024",
"used": "552428"}, "menory": {"percentage": "1.25", "total": "1204224", "used": "15004"}, "cpu":
{"percentage": "0.00"}, "network": {"ip": "192.168.0.1", "nane": "venet0"}}, "nane":

"virtual _machi ne. exanpl e. cont’, "tags": [], "type": "openvz", "id": "131"}, {"status": 0, "stats":
{"network": {"ip": "192.168.1.121", "nane": "venet0"}}, "nane": "centos-5-x86_64.tenpl ate.cont,
“tags": [], "type": "openvz", "id": "121"}, {"status": 0, "stats": {"network": {"ip":

"192.168. 1. 122", "name": "venet0"}}, "nane": "centos-5-x86.tenplate.conm', "tags": [], "type":
"openvz", "id": "122"}, {"status": 0, "stats": {"network": {"ip": "192.168.1.123", "nane":
"venet0"}}, "nane": "ubuntu-10.04-x86_64.tenplate.cont, "tags": [], "type": "openvz", "id":
"123"}, {"status": 0, "stats": {"network": {"ip": "192.168.1.124", "nanme": "venetQ0"}}, "name":
"ubunt u- 10. 04- x86. tenpl ate. cont, "tags": [], "type": "openvz", "id": "124"}, {"status": O,
"stats": {"network": {"ip": "192.168.1.125", "nane": "venet0"}}, "nane": "suse-11.1-
x86_64.tenpl ate. cont, "tags": [], "type": "openvz", "id": "125"}, {"status": O, "stats":
{"network": {"ip": "192.168.1.126", "nane": "venet0"}}, "nane": "suse-11.1-x86.tenplate.cont,
“tags": [], "type": "openvz", "id": "126"}, {"status": 0, "stats": {"network": {"ip":
"192.168.1.127", "name": "venet0"}}, "nane": "fedora-13-x86_64.tenplate.com', "tags": [], "type":
"openvz", "id": "127"}, {"status": 0, "stats": {"network": {"ip": "192.168.1.128", "nane":
"venet0"}}, "nanme": "fedora-13-x86.tenplate.cont, "tags": [], "type": "openvz", "id"': "128"},
{"status": 0, "stats": {"network": {"ip": "192.168.1.129", "nanme": "venetQ0"}}, "nanme": "debi an-
5.0-x86_64.tenpl ate. cont, "tags": [], "type": "openvz", "id": "129"}]}}}

# raises errors

OpenVZService

# returns OpenVZ container ID-s on given server

# query example

https://hostnane: 8000/ ?i d=1&ser vi ce=ovzservi ces&nmet hod=Ii st _vms&par ans=[ " SESSI| D",
0,"funcclient","cpu", "nmenory", "df", "net wor k"]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client": "funcclient", "result":
[{"status": 1, "tags": [], "stats": {"df": {"percentage": "46.78", "total": "1179648", "used":
"551844"}, "nmenory": {"percentage": "6.07", "total": "262144", "used": "15912"}, "cpu":
{"percentage": "0.00"}, "network": {"ip": "192.168.1.211", "nanme": "venetQ0"}}, "nanme":

"devct 104. active.ee", "id": "104"}, {"status": 1, "tags": [], "stats": {"df": {"percentage":
"3.82", "total": "10000000", "used": "381640"}, "nmenory": {"percentage": "3.81", "total":
"262144", "used": "10000"}, "cpu": {"percentage": "0.00"}, "network": {"ip": "192.168.1.124",
"nane": "venet0"}}, "nane": "ubuntu-10.04-x86.tenplate.cont’, "id": "124"}, {"status": 1, "tags":
[1, "stats": {"df": {"percentage": "5.61", "total": "10131072", "used": "568584"}, "nenory":




{"percentage": "23.92", "total": "262144", "used": "62700"}, " cpu : {"percentage": "0.00"},
"network": {"ip": "192. 168. 1. 125", "nane": "venet 0"}}, "nanme": suse 11.1-x86_64. tenpl ate. com
“id": "125"}, {"status": 0, "tags": [], "stats": {"network": {"ip": "192.168.71.121", "nane"
"venet0"}}, "nane": "cent 0s- 5 x86_64. t enpl at e. cont' "id": "121"}, {"status": 0, "t ags"' [1,.
"stats": ["network": {"ip": "192.168. 1. 122 nane "venet 0"}}, " nane": "cent 0s- 5-

x86.tenpl ate.cont, "id": " 122" }, {"status" O, tags [1, "stats": {"network": {"ip":
"192.168.1.123", "nanme": "venet 0"}}, "nane"' "ubuntu 10 04- x86_64. terrpl ate. con‘l' "id": "123"},
{"status": 0, "tags": [], "stats": {"network": {"ip": 192 168.1.126", "nanme": "venet0" }} "nane":
"suse-11.1-x86. tenpl ate. cont’, "id": "126"}, { status": 0, "tags": [], "stats": {"network": {"ip":
"192.168.1.127", "nane": "venet0"}}, "name": "fedora- 13- x86_64.t errpl ate. cont', "i da': " 127"},
{"status": 0, "tags": [], "stats": {"network": {"i p": " 192. 168.1. 128", "nane": "venet0"}}, "nanme":
"fedora-13-x86.tenpl ate.cont, "id": "128"}, {"status": 0, "tags": [], "stats": {"network": {"ip":
"192.168.1.129", "nane": "venet0"}}, "name": "debl an- 5 0- x86_64. terrpl ate. con‘l' "id": "129"},
{"status": 0, "tags": [], "st ats": {"net work": {"ip": "192. 168 1. 130 "nane": "venet0"}}, "nane":
"debi an-5. 0-x86. tenpl ate. cont, "id": "130"}, {"st atus": 0, "tags" [] , "stat s {"network": {"ip":
"192.168. 1. 243", "nane": "venet 0"}} "nane": "test.kr edi i di pank. ee", "id": "131"}, {"status": O,
"tags": [], "stats": {"network": {"ip": "192.168.1.178", "nane": "venet0"}}, "nanme": "krediidi_2",
"id": "132"}]}}}

# raises errors

# returns OpenVZ container ID-s and statuses on given server

# query example

https://hostnane: 8000/ ?i d=1&servi ce=ovzservi ces&nmet hod=l i st _vns_st at us&par ans=[ " SESSI| D",
0,"funcclient"]

# sample response

“error": null, "id": 1, "result": {"type": "func", "result": {"client": "funcclient", "result"
"130": {"nrVirtCpu": 4, "state": "running", "maxhMeni: "0", "cpuTinme": "220360000000", "nenory"
"O"}, "121": {"nrVirt Cpu": 4, "state": "shutdown", "maxMeni: "0", "cpuTime": "0", "rrerrory"' " O"}

"122": {"nrVi rtQJu 4, st ate": "shutdown", "maxMeni: "0", "cpuTine": "0", "nenory": "O" } 123"

{"nrVirtCpu": 4, "state": "shutdown” , “maxMem: "O0", "cpuTinme": "0", "menory": "O0"}, "124":

{"nrVirtCpu": 4, "stat e" : "shutdown", "maxhMend: "O0", "cpuTinme": "0", "menory": "O0"}, "125"
"nrvirt Qau" : 4, "state": "shutdown", "naxMent: "O0", "cpuTine": "0", "nenory": "O0"}, "126"
"nrVirtCpu": 4, "state": "shutdown", "maxMeni: "0", "cpuTinme": "0", "nenory": "0"}, "127"
"NrVirt Cpu"' 4 "st at e": "shut down". "maxMent: "0 “cpuTime": "0". " rrerrory"' "oy "12g"
"nrvirt Qau 4, "state": "shutdown", "maxMeni: "0", "cpuTine": "0", "nmenory" 0"}, "129":
"nrVirtCpu": 4, "state": "running", "maxMeni: "0", "cpuTine": "191350000000", "menory": "0"},

"104": {"nr\/ rtCpu": 4, "state": "runni ng", "maxMem': "0", "cpuTine": "21050000000", "menory":
"0"}ribE

# raises errors

# returns OpenVZ templates on given server

# query example

https://hostnanme: 8000/ ?i d=1&servi ce=ovzservi ces&nmet hod=Ii st_t enpl at es&par ans=[ " SESS| D",
0,"funcclient"]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client" : "funcclient", "result"
["tenpl atel”, "tenplate2"]}}}

# raises errors

# return given OVZ VM settings

# query example

https://hostnane: 8000/ ?
i d=1&servi ce=ovzservi ces&nmet hod=par se_vm set ti ngs&parans=[ "SESSI D', 0, "funcclient", "129"]

# sample response




“error": null, "id": 1, "result": {"type": "func", "result": {"client": "funcclient", "result":

{"vepulimt": "50", "vcpu": "1", "ip_address": "192.168.1.129", "mex_nenory": "625", "vm.id":
"129", "max_vcpu": "4", "mn_vcpu": "1", "max_disk": "20480", "nmenory": "256", "mn_disk": "1024",
"nanmeserver": "192.168.1.11", "disk": "10240", "min_nmenory": "0", "mn_vcpulimt": "0",
"max_vcpulimt": "400", "onboot" : "yes", "searchdomain" : "active.ee"}}}}

# raises errors

# update given OVZ VM settings

# query example

https://host nane: 8000/ ?
i d=1&servi ce=ovzservi ces&net hod=updat e_vm set ti ngs&parans=[ "SESSI D', 0, "funcclient", "129",
{"vecpu":"2","passowd":"test"}]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client": "funcclient", "result":
{"menmory":"Menory size not correct"”, "vcpu":"Virtual CPU count not correct", "vcpulimt":"Virtual
CPU limt not correct”, "disk":"Disk size not correct", "ip_address":"|P address not correct",
"nanmeserver": " Naneserver address not correct"”, "password":"Password can not be zero |ength",

"onboot ": " Onboot configuration has to be yes or no"}}}}

# raises errors

# stops given OpenVZ container

# query example

https://hostnane: 8000/ ?
i d=1&servi ce=ovzservi ces&nmet hod=st op_vmgpar ans=[ " SESSI D', 0, "funcclient", "104"]

# sample response

{"error": null, "id": 1, "result": {"type": "tnp_cache", "result": {"client" : "funcclient",
"result" : 0 }}}

# raises errors

# starts given OpenVZ container

# query example

https://hostnane: 8000/ ?
i d=1&servi ce=ovzservi ces&met hod=start_vmEgparanms=["SESS|I D', 0, "funcclient", "104"]

# sample response

{"error": null, "id": 1, "result": {"type": "tnp_cache", "result": {"client" : "funcclient",
"result" @ 0 }}}

# raises errors

# Unpacks (if necessary) given OpenVZ template. Parses template settings to a dictionary and returns it to user

# query example

https://hostnane: 8000/ ?
i d=1&servi ce=ovzservi ces&nmet hod=par se_t enpl at e_f or _vm&par ans=[ " SESSI D', 0, "funccl ient", "t enpl at enam
e","virtual _machi ne. exanpl e. conl'|




# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client" : "funcclient", "result"
"tenpl ate_nane" : "tenpl ate_nane",
"vm nanme" : "vm nane.active.ee",
"vmid" : "120",
"donmi n_type" : "openvz",
"menory": "256",
"m n_menory": "256",
"max_menory": "256",
"vcpu" @ "1",
"mn_vcpu" @ "1",
"max_vcpu" : "1",
“vepulimt" : "50",
"mn_vcpulimt" : "0",
"max_vcpulimt" : "100",
"di sk" : "10240",
"mn_di sk" : "10240",
"max_di sk" : "10240",
"ip_address" : "192.168.0.1",
"nanmeserver" : "192.168.0.1",
"passwd" : ""

}

11}

# raises errors

# Checks given template settings, updates template settings on server (if necessary) and deploys the template to a
OpenVZ CT. If the settings conflict with template or system limits then errors are reported to user. User must then fix
these settings and call this function again with the updated/fixed template settings.

# query example

https://host nane: 8000/ ?
i d=1&servi ce=ovzservi ces&nmet hod=depl oy_t enpl at e_f or _vmepar ans=[ "SESSI D', 0, "funcclient","tenpl at ena
me", "virtual _nmachi ne. exanpl e. cont', {}]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client" : "funcclient", "result"

"menory" : "nmenory_error",

"vcpu" : "vcpu_error",

"vepulimt" : "vcpulimt_error",
"disk" : "disk_error",
"ip_address" : "ip_address_error",
"nanmeserver" : "nameserver_error",
"passwd" : "root_password_error"

}
11}

# raises errors

# Parse CT settings for template creation. CT settings are returned as a dictionary.

# query example

https://hostnane: 8000/ ?
i d=1&servi ce=ovzservi ces&nmet hod=parse_vm for _t enpl at e&par ans=[ " SESSI D', 0, "funcclient","119", "t enpl
at enane" |

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client" : "funcclient", "result"
‘vmid': "119",
"tenplate_nane': 'tenpleit’,
" donmmi n_type': 'openvz',
"vepu': 1",
‘mn_vcpu': "1",

'menory': "256",
‘mn_nmenory': "256"




}
11}

# raises errors

# Create template from OpenVZ CT according to given CT settings. If any of sent settings conflict with CT or system
then errors are reported back. Otherwise it is assumed that the template creation was successful.

# query example

https://host nane: 8000/ ?
i d=1&servi ce=ovzservi ces&net hod=creat e_t enpl at e_from vmgpar ans=[ "SESSI D', 0, "funcclient","119", "tem
pl atenane", {}]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client" : "funcclient", "result"
"menory": "possible error”,
"vcpu" : "possible error”,

}

11}

# raises errors

# Shuts down given OpenVZ container and deletes its private area

# query example

https://hostnane: 8000/ ?
i d=1&servi ce=ovzservi ces&nmet hod=del et e_vmgpar ans=[ "SESSI D', 0, "funcclient", 118]

# sample response

{"error": null, "id": 1, "result": {"type": "tnp_cache", "result": {"client" : "funcclient",
"result" : 0 }}}

# raises errors

# migrates given OpenVZ container from serverl to server2

# query example

https://hostnane: 8000/ ?
i d=1&servi ce=ovzservi ces&net hod=m grat e_vmepar ans=[ " SESSI D', 0, "funcclient", 110, "funccl i ent 2"]

# sample response

# raises errors
"OpenVZM gr at i onNot Capabl e" - host is not capable to be source or target of CT migration

SSHService

# set up SSH connection to given server

# query example
https://hostnane: 8000/ ?




i d=1&servi ce=sshservi ces&nmet hod=set _up_ssh_connecti on&par ans=[ " SESSI D', 0, "funcclient"]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": "6900"}}
# After the VNC connection is set up GJ should open this URL in popup
# https://hostname: 6900/ ?SESSI D=SESSI D

# raises errors

SSHAI r eady Set UpEr r or

SSHAI r eady Set UpAnot her Sessi onErr or
SSHRenot eSet UpEr r or

SSHPool Spot Set UpEr r or

SSHTunnel Set UpEr r or

# remove SSH connections associated with current session

# query example

https://hostnane: 8000/ ?
i d=1&servi ce=sshservi ces&nmet hod=r enbve_sessi on_ssh_connecti ons&par ans=[ " SESSI D', 0]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": 0}}

# raises errors
SSHRenoveErr or

# list SSH connections associated with current session

# query example

https://host nane: 8000/ ?
i d=1&servi ce=sshservi ces&nmet hod=l i st _sessi on_ssh_connecti ons&par ans=[ " SESSI D', 0]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": [{"host": "funcclient", "port":
6900} ] }}

# raises errors

# list VNC connections associated with current session

# query example

https://hostnane: 8000/ ?
i d=1&servi ce=sshservi ces&nmet hod=check_sessi on_ssh_connecti on&par ans=[ " SESSI D', 0, 6900]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": "0"}}

# raises errors
SSHConnect i onCheckErr or

KVMService

# returns KVM VM names on given server

# query example




https://host nane: 8000/ ?
i d=1&servi ce=kvnservi ces&nmet hod=l i st _vnms&parans=[ " SESSI D', 0, "funcclient", "cpu", "nmenory", "df "]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client": "funcclient", "result":
[{"status": 1, "tags": [], "stats": {}, "nane": "openfiler23", "id": "openfiler23"}, {"status": 1,
“tags": [], "stats": {}, "name": "centos54-2", "id": "centos54-2"}, {"status": 1, "tags": [],
"stats": {}, "name": "centos54", "id": "centos54"}, {"status": 0, "tags": [], "stats": {}, "name":
"virtual _nmachi ne. exanple.cont, "id": "virtual _nmachine. exanple.cont'}, {"status": 0, "tags": [],
"stats": {}, "nane": "openfiler2", "id": "openfiler2"}, {"status": 0, "tags": [], "stats": {},
"name": "w nxpl", "id": "w nxpl"}, {"status": 0, "tags": [], "stats": {}, "name": "vmnanme", "id":
"vmnanme"}, {"status": 0, "tags": | "stats": {}, "name": "test_vm1", "id": "test_vm1"},

"nane": "winxp2", "id": "winxp2"}, {"status": 0, "tags":

{
{"status": 0, "tags": [], "stats": ]{}
24", "id": "openfiler24"}]}}}

[1, "stats": {}, "name": "openfiler

# raises errors

# returns KVM VM names and their statuses

# query example

https://host nane: 8000/ ?
i d=1&servi ce=kvmser vi ces&net hod=l i st _vns_st at us&par ans=[ " SESSI D', 0, "funccl ient"]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client" : "funcclient", "result"
{"Test1": {"nrVirtCpu": 1, "state": "shutdown", "maxMeni: "524288", "cpuTine": "0", "nenory":
"524288"}, "vmonane": {"nrVirtCpu": 1, "state": "shutdown", "maxMeni: "524288", "cpuTinme": "0",
"menory": "524288"}, "centos54": {"nrVirtCpu": 1, "state": "shutdown", "maxMeni: "1048576",
"cpuTinme": "0", "nenory": "1048576"}, "openfiler2": {"nrVirtCpu": 1, "state": "shutdown",
"maxMent': "524288", "cpuTinme": "0", "nmenory": "524288"}, "w nxpl": {"nrVirtCpu": 1, "state":
"shut down", "maxMeni': "1048576", "cpuTinme": "0", "nenory": "1048576"}, "w nxp2": {"nrVirtCpu": 1,
"state": "shutdown", "maxMeni: "1048576", "cpuTinme": "0", "menory": "1048576"}, "openfiler23":
{"nrVirtCpu": 1, "state": "shutdown", "maxMeni: "524288", "cpuTinme": "0", "menory": "524288"},
"centos54-2": {"nrVirtCpu": 1, "state": "shutdown", "maxMent: "1048576", "cpuTinme": "0", "menory":
"1048576"}, "openfiler24": {"nrVirtCpu": 1, "state": "shutdown", "maxMenl': "524288", "cpuTinme":
"0", "menory": "524288"}}}}}

# raises errors

# returns KVM templates on given server

# query example

https://hostnane: 8000/ ?i d=1&servi ce=kvnser vi ces&nmet hod=li st _t enpl at es&par ans=[ " SESS| D",
0,"funcclient"]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client" : "funcclient", "result"
["tenpl atel", "tenplate2"]}}}

# raises errors

# return system min-max for KVM VM settings

# query example

https://host nane: 8000/ ?
i d=1&servi ce=kvnser vi ces&nmet hod=par se_syst em m n_max&par ans=[ " SESSI D', 0, "funcclient"]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client": "funcclient", "result":
{"max_vcpu": "4", "mn_vcpu": "0", "mn_nenory": "0", "max_nenory": "9740"}}}}

# raises errors




# return given KVM VM settings

# query example

https://host nane: 8000/ ?
i d=1&servi ce=kvnservi ces&nmet hod=par se_vm set ti ngs&parans=[ "SESSI D', 0, "funcclient", "openfiler"]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client": "funcclient", "result":
{"vepu': "2", “max_nenory": "20480", "mmx_vcpu: "16", "min_vcpu': "1", "memory": "1024",
"min_menory": "0"}T})

# raises errors

# update given KVM VM settings

# query example

https://host nane: 8000/ ?
i d=1&servi ce=kvnser vi ces&nmet hod=updat e_vm setti ngsé&parans=[ " SESSI D', 0, "funcclient", "openfiler",
{"vepu": 2"}

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client": "funcclient", "result":
{"menory":"Menory size not correct", "vcpu":"Virtual CPU count not correct"}}}}

# raises errors

# set up vnc connection to given KVM VM
# returns port number where noVNC client should connect on the Funcman RPC server

# query example

https://hostnane: 8000/ ?
i d=1&servi ce=kvnservi ces&nmet hod=set _up_vnc_connecti on&parans=["SESSI D', 0, "funcclient", "w nxp2"]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": "6801"}}

# After the VNC connection is set up QU should open this URL in popup

# https://hostnanme: 8002/ vnc. ht m ?SESSI D=SESSI D&host =host name&por t =6801

# This is HTML5 VNC wi ndow t hat automatically connects on w ndow openi ng. Opened wi ndow shoul d not
have any task/option bars.

# raises errors

VNCAI r eady Set UpEr r or

VNCAI r eady Set UpAnot her Sessi onErr or
VNCRenpt eSet UpEr r or

VNCPool Spot Set UpErr or

VNCTunnel Set UpErr or

# remove vnc connection to given KVM VM
# returns port number of the removed VNC connection

# query example




https://host nane: 8000/ ?
i d=1&servi ce=kvnser vi ces&nmet hod=r enbve_vnc_connecti on&par ans=[ "SESSI D', 0, "funcclient", "w nxp2"]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": "6801"}}

# raises errors
VNCRenovekEr r or

# remove VNC connections associated with current session

# query example

https://host nane: 8000/ ?
i d=1&servi ce=kvnser vi ces&nmet hod=r enbve_sessi on_vnc_connecti ons&par ans=[ " SESSI D', 0]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": 0}}

# raises errors
VNCRemnoveErr or

# list VNC connections associated with current session

# query example

https://hostnane: 8000/ ?
i d=1&servi ce=kvnservi ces&nmet hod=l i st _sessi on_vnc_connecti ons&par ans=[ " SESSI D', 0]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": [{"host": "funcclient", "port":
6801, "vni': "winxp2"}]}}

# raises errors

# list VNC connections associated with current session

# query example

https://hostnane: 8000/ ?
i d=1&servi ce=kvnser vi ces&nmet hod=check_sessi on_vnc_connecti on&par ans=[ " SESSI D', 0, 6801]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": "0"}}

# raises errors
VNCConnect i onCheckErr or

# stops given KVM VM

# query example

https://host nane: 8000/ ?
i d=1&servi ce=kvnser vi ces&nmet hod=st op_vm&par ans=[ "SESSI D', 0, "funcclient", "openfiler2"]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client" : "funcclient", "result"
0}}}

# raises errors




# starts given KVM VM

# query example

https://hostnane: 8000/ ?
i d=1&servi ce=kvmservi ces&met hod=st art_vmEparanms=["SESSI D', 0, "funcclient", "openfiler"]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client" : "funcclient", "result"

0}}}

# raises errors

# Unpacks (if necessary) given KVM template. Parses template settings to a dictionary and returns it to user

# query example

https://hostnanme: 8000/ ?
i d=1&servi ce=kvnser vi ces&net hod=par se_t enpl ate_f or _vmgpar ans=[ " SESSI D', 0, "funcclient", "t enpl at enam
e","test_vm1"]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client" : "funcclient", "result"
"tenpl ate_nane" : "tenpl ate_nane",
"vm nane" : "vm.nanme",
"domai n_type" : "kvni,
"virt_type" : "hvnl,
"menory": "256",
"arch" : "x86_64",
"vecpu" : "vcpu_nr",
"boot _dev" : "hd",
"features" : ["acpi", "apic", "pae"],
"clock_offset"” : "utc",
“emul ator" : "/usr/libexec/genmu-kvnl,
"on_poweroff" : "destroy",
“on_reboot" : "reboot",
"on_crash" : "reboot",
"interface" : {
"type" : "bridge",
"source_bridge" : "vnbr0"
"serial" : {
“type" @ "pty",
"target_port" : "O"
"consol e" : {
“type" @ "pty",
"target_port" : "O"
"mouse_bus" : "ps2",
"graphics" : {
"type" : "vnc",
"port" : "-1",
"autoport" : "yes",
"keymap" : "et"
"di sks" : [
"tenpl ate_nane" : "di skinage.ing",
"tenplate_format" : "qgcow2",
"tenpl ate_capacity" : "di sk_i mage_si ze",
"depl oy_type" : "physical",
"type": "block",
"device" : "disk",
"source_dev" : "/dev/ Vol G oup00/openfiler",
"target_dev" : "vda",
"target_bus" : "virtio"
{ . .
"tenpl ate_nane" : "di skinage.ing",
"tenplate_format" : "qgcow2",
"tenpl ate_capacity" : "di sk_i mage_si ze",
"depl oy_type" : "lvni,
"type": "block",
"device" : "disk",

"source_dev" : "/dev/sde",




"target_dev" : "vdc",
"target_bus" : "virtio"

-

"tenpl ate_nanme" : "di skinage.ing",
"tenplate_format" : "qgcow2",

"tenpl ate_capacity" : "di sk_i mage_si ze",
"depl oy_type" : "file",

"type": "file",

"device" : "disk",

"source_file" : "nasdisk.ing",
"target_dev" : "vda",

"target_bus" : "virtio"

}
11}

# raises errors

# Checks given template settings, updates template settings on server (if necessary) and

# deploys the template to a KVM VM.

# If the settings conflict with template or system then errors are reported back. User must then fix these settings
# and call this function again with the updated/fixed template settings.

# If no errors are reported back it is assumed that the template deployment was successful.

# query example

https://hostnane: 8000/ ?
i d=1&servi ce=kvnser vi ces&nmet hod=depl oy_t enpl at e_f or _vm&par ans=[ "SESSI D', 0, "funcclient", "tenpleit",
"test_vm1",{}]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client" : "funcclient", "result"
"virt_type" : "possible error",
"menory": "possible error”,

"arch" : "possible error",
"vcpu" : "possible error”,
"boot _dev" : "possible error”,
"features" : "possible error",
"clock _offset" : "possible error",
"emul ator” : "possible error”,
"on_poweroff" : "possible error",
"on_reboot" : "possible error",
"on_crash" : "possible error”,
"interface" : "possible error",
"serial" : "possible error",
"consol e" : "possible error”,
"mouse_bus" : "ps2",
"graphi cs" : "possible error”,
"di sks" : |
"tenpl ate_nanme" : "di ski mage.ing",
“error" : "possible error”
}
]
}
11}

# raises errors

# Parse VM settings for template creation. VM settings are returned as a dictionary.

# query example

https://hostnane: 8000/ ?
i d=1&servi ce=kvmservi ces&nmet hod=parse_vm f or_t enpl at e&paranms=[ "SESSI D', 0, "funcclient", "openfiler23
", "tenpl at enane" |

# sample response




{"error": null, "id": 1, "result": {"type": "func", "result": {"client" : "funcclient", "result"
{

‘vm nane': 'openfiler23",

"vepu': 1",

‘mn_vcpu': "1",

"tenplate_nanme': 'tenpleit',

"interfaces':
"source_bridge': "vnbr0',

"type': 'bridge',
"mac_address': '54:52:00:07:df:7a'

!,
"disks':

"disk_capacity': "8878644224",
"new _path': '/storage/tenpl ates/ kv deploy/tenpleit/tenpleitl.ing',
"disk_id: 'vndiskl.ing',
"filenanme': '"tenpleitl.ing',
"file_id : "diskfilel",
di sk_path': '/storage/images/openfiler23.ing',
il

file_size': "1074040832"
: }
" domai n_type': '"kvni,
"nmenory': "256",
‘mn_nenory': "256",

) "arch': 'x86_64'
11}

# raises errors

# Create template from KVM VM according to given VM settings. If any of sent settings conflict with VM or system
then errors are reported back. Otherwise it is assumed that the template creation was successful.

# query example

https://hostnane: 8000/ ?
i d=1&servi ce=kvmservi ces&nmet hod=create_t enpl ate_from vmiparanms=[ " SESSI D', 0, "funcclient", "openfiler
23", "tenpleit",{}]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client" : "funcclient", "result"
"menory": "possible error"”,
"arch" : "possible error"”,
"vcpu" : "possible error”,

}

11}

# raises errors

# install KVM VM from an ISO image

# query example

https://host nanme: 8000/ ?
i d=1&servi ce=kvnser vi ces&net hod=create_vm from i so&parans=[ "SESSI D', 0, "funcclient", "new test_vni,"
Wi nXp”, " wi ndows” , " wi nxpsp2cor p. i so”, " 10", ™, "512"  "yes" "" |

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client": "funcclient", "result":
0}}}

# currently returns an exception or keeps running until a first reboot is done on the created VM
(then returns the given output)




# raises errors

# shuts down and destroys given KVM VM

# query example

https://hostnane: 8000/ ?
i d=1&servi ce=kvmser vi ces&met hod=del et e_vm&par anms=[ "SESS| D', 0, "funcclient", "openfiler2"]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client" : "funcclient", "result"

0}}}

# raises errors

# creates file based disk image

# query example

https://hostnane: 8000/ ?
i d=1&servi ce=kvnservi ces&net hod=create_fil e_based_i mage&par ans=[ " SESSI D', 0, "funcclient", "testi nage
Ling","10"]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client" : "funcclient", "result"
O}}}

# raises errors

# deletes file based disk image

# query example

https://hostnane: 8000/ ?

i d=1&servi ce=kvnser vi ces&nmet hod=del ete_fil e_based_i mage&par ans=[ "SESSI D', 0, "funcclient", "testi nage
ing"]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client" : "funcclient", "result"

[0, s "1}
# raises errors

# returns list of file based disk images

# query example

https://hostnane: 8000/ ?
i d=1&servi ce=kvnservi ces&nmet hod=list_fil e_based_i mage&parans=["SESSI D', 0, "funcclient"]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client" : "funcclient", "result"
["openfiler23.ing", "openfiler24.ing", "openfiler2.ing", "openfiler2.ing.backup", "Testl.ing",
"testimage.ing", "test_vmtenpleitl.ing", "winxpl.inmg"]}}}

# raises errors




# returns list of file based disk images that are defined in KVM VM configurations (that are in use currently)

# query example

https://host nane: 8000/ ?
i d=1&servi ce=kvnservi ces&nmet hod=l i st_fil e_based_i mage_used&parans=["SESSI D', 0, "funcclient"]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client" : "funcclient", "result" :
["openfiler23.inmg", "openfiler2.imy”, "w nxpl.ing", "storage_file_nane.ing", "openfiler24.img"]}}}

# raises errors

ISOService

# returns ISO images on given server

# query example

https://hostnane: 8000/ ?i d=1&servi ce=i soservi ces&nmet hod=l i st _i mages&par ans=[ " SESS| D",
0,"funcclient"]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client": "funcclient", "

result":
["openfiler-2.3-x86_64-discl.iso", "w nxpsp2corp.iso", "CentOS-5.4-x86_64-bin-DVD.iso"]}}}

# raises errors

LVMService

# returns LVM Volume Groups on server

# query example
https://host nanme: 8000/ ?i d=1&servi ce=l vimser vi ces&nmet hod=l i st _vgé&par ans=[ " SESSI D', 0, "funcclient"]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client" : "funcclient", "result"
[[["VG, '"Nane', 'Vol G oup00'],

["System, '"ID], ['Format', 'lvnR'], ['Metadata', 'Areas', '1'], ['Metadata', 'Sequence', 'No',
iy,

["VG, 'Access', 'read/wite'], ['VG, 'Status', 'resizable'], ['MAX, 'LV, '0], ["Cur', 'LV,
"8,

["Open', 'LV, '5], ["Max', 'PV, '0], ["Cur", '"PV, "21'], ["Act', 'PV, "1'], ['VG, 'Size',
'135,09', 'G&B'],

["PE, 'Size', '32,00", "MB], ['Total', 'PE, '4323], ['Aloc', 'PE, '/', 'Size', '3776', '[I',
'118,00', '&B'],

["Free', 'PE, '/', 'Size', '547', '/', "17,09', 'GB'], ['VG, 'UUD, 'Sbllok-R2y8-cOvr-nDqL-
vn0z- AZzs-zFdyNw | ]]}}}

# raises errors

# returns LVM Volumes on server

# query example
https://hostnane: 8000/ ?i d=1&servi ce=l virser vi ces&met hod=li st _| v&paranms=[ "SESSI D', 0, "funcclient"]

# sample response




{"error": null, "id": 1, "result": {"type": "func", "result": {"client" : "funcclient", "result"
[[["LV*, "Nane", "/dev/Vol G oup00/root"], ["VG', "Nane", "Vol G oup00"], ["LV', "UU D', "pOvbvw
G/NN- 2r nk- hgna- bx0Q YLGK- 1ILNOFR'], ["LV', "Wite", "Access", "read/wite"], ["LV', "Status",
"avail able"], ["#", "open", "1"], ["LV', "Size", "10,00", "GB"], ["Current", "LE", "320"],
["Segnents", "1"], ["Allocation", "inherit"], ["Read", "ahead", "sector s", “auto"], ["-",
“currently", "set", "to", "256"], ["Block", "device", "253:0"]], [["LV', "Nanme"
"/ dev/ Vol Group00/ storage"]|, ["VG', "Nanme", "Vol G oup00"], ["LV', " UUI D, " ay5NEO Qkzy- XhV@ ]de-
UOGN-r Kr G LcT1DL"], ["LV', "Wite", "Access", "read/wite"], ["LV", "Status”, "avail abl e" 1, ["#,
"open”, "1"], ["LV', "Size", "30,00", "GB"], ["Current”, "LE', "960"], [" Segnents”, "3"],
["Al'l ocation", "inherit"], ["Read", "ahead", "sectors", "auto"], ["-", "currently", "set", "to",
"256"], ["Block", "device", "253:1"]], [["LV', "Nane", "/dev/Vol G oup00/vz"], [" VG', "Nane",
"Vol Group00"], ["LV', "UU D', "cQ 372-ckM-8bFU R8t 0- TOSL- kR8b- BNf PeZ"], ["LV', "Wite", "Access",
"read/write"], ["LV', "Status", " ava| | abl e"] ["#", "open", "1"], ["LV', "Size", "20,00", "GB"],
[ Current "LE*, "640"], [ Segnent s", "1"] , ["Al'l ocation", "inherit"], ["Read", "ahead",
"sectors", "auto"], ["-", "currently", "set", "to", "256"], ["Block", "device", "253:2"]], [["LV",
"Nane", "] dev/ Vol GoupOO/ backup"] ["VG' "Nanme", "Vol Goup00"], ["LV', "UU D', "d0<53C-rgQI-JOZf-
f2V\M—PstU-STQS tVvPIBZ"], ["LV', Wite "Access", “"read/wite"], ["LV', "Status", "available"],
["#", "open", "1"], [" LV, "size", "30,00", "GB"], ["Current”, "LE', "960"], [" Segnents "1,
["Al'l ocati on" "inherit"], ["Read", " ahead" "sectors", "auto"], ["-", "currently", "set " "to",
"256"], ["BI ock", "devi ce", " 253: 3"] 1, [[" LV", "Nanme", "/dev/ Vol G oup00/swap"], [" VG', " Nane",
“Vol Group00"], ["LV', "UUI D", "1y7Czm rskJ-BBXJ-b7SS-Z0z4- 6Huy-sy3JFI "], ["LV', "Wite", "Access",
"read/write"], ["LV", "Status", " ava| | abl e"] ["#", "open", "1"], ["LV', "Size", "8,00", "GB"],
[ Current "LE*, "256"], [ Segnent s", "1"] , ["Al'l ocation", "inherit"], ["Read", "ahead",
"sectors", "auto"], ["-", "currently", "set", "to", "256"], ["Block", "device", "253:4"]], [["LV",
"Nane", "/dev/ Vol G’ 0up00/| i nuxl"] [" VG' "Nane", "Vol G oup00"], ["LV', "UUD', " PSAt JE- BoYL- TBq7-
AIVBq ENgK— ht Av-b3rzl 5], ["LV', Wi te", "Access", "read/wite"], ["LV', "Status", "available"],
"#*, “open", "0"], [" LV', "Size", "5,00", "GB"], ["Current”, "LE', "160"], [" Segnents "1,
["Al'l ocati on" "inherit"], ["Read", " ahead", "sectors", "auto"], ["-", "currently", "set "to",
"256"], ["BI ock", "devi ce", " 253: 5"] ], [["LV', "Nanme", "/dev/Vol G oup00/w nxp2"], [" VG', "Nane",
"Vol Group00"], ["LV', "UU D', "e7gCpd- KPHO- u2VM u9GB- Tr Op- FI Fd-aj Hr FW ], ["LV', "Wite", "Access"
"read/write"], ["LV", "Status", " ava| | abl e"] ["#", "open", "O"], ["LV', "Size", "10,00", "GB"],
[ Current "LE", "320"] [ Segnent s", "1"] , ["Al'l ocation", "inherit"], ["Read", "ahead",
“sectors”, "auto"], ["-", "currently", "set", "to", "256"], ["Block", "device", "253:6"]], [["LV",
"Nane", "] dev/ Vol GoupOO/ Li nux2"] [ VG' "Nanme", "Vol G oup00"], ["LV', "UU D', "Nu0c7u i L90- 5\/] a-
VI VA- 2] - Teu9 AKFFnT"], ["LV", Wi te", "Access", "read/wite"], ["LV', "Status", "available"],
["#", "open", "0"], [" LV', "Size", "5,00", "GB"], ["Current”, "LE', "160"], [" Segnents "1,
["Al'l ocati on" "inherit"], ["Read", " ahead", "sectors", "auto"], ["-", "currently", "set ", "to",
"256"], ["BI ock", "devi ce", "253: 7"] 1111}

# raises errors

# creates new LVM Volume

# query example

https://host nane: 8000/ ?
i d=1&servi ce=l vimser vi ces&nmet hod=cr eat e_| v&par ans=[ "SESSI D', 0, "funcclient", "100", "test_Iv", "Vol G ou
p00”]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client" : "funcclient",
"result" :: 0}}}

# raises errors

# deletes existing LVM Volume

# query example

https://host nanme: 8000/ ?
i d=1&servi ce=l viser vi ces&net hod=del et e_| vé&par ans=[ " SESSI D', 0, "funcclient","test _|v", " Vol G oup00"]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client" : "funcclient", "result"
0}}}

# raises errors




AuthService

# authenticates user
# returns SESSID

# query example

https://host nane: 8000/ ?
i d=1&servi ce=aut hservi ces&nmet hod=aut hent i cat e&par ans=[ "user nane", "passwor d" |

# sample response

“error": null, "id": 1, "result": {"type": "auth", "result"
" 88A9DAE5D36E4685E13DD035D4888EE763AD8280" 1}

# raises errors

Aut hError - usernane or password were not valid or the authentication with those credentials
failed

# deauthenticate user, destroys session

# query example
https://hostnane: 8000/ ?i d=1&servi ce=aut hser vi ces&nmet hod=deaut hent i cat e&par ans=[ " SESSI| D" |

# sample response

{"error": null, "id": 1, "result": {"type": "auth", "result": 0}}

# raises errors

Deaut hError - the given session can not be deauthenticated because it probably does not exist

# check user's session validity

# query example
https://hostnane: 8000/ ?i d=1&ser vi ce=aut hser vi ces&met hod=checksessi d&par ans=[ " SESS| D" |

# sample response

{"error": null, "id": 1, "result": {"type": "auth", "result": 0}}

# raises errors
Aut hErr or

TagService

# changes host's types (it means hosts level 1 tag name). hosts are passed as a list of dictionaries

# query example

https://hostnanme: 8000/ ?i d=1&servi ce=t agser vi ces&met hod=change_host _t ype&par anms=[ " SESSI D', 0,
[{"nane":"host _nanme", "type":"new host_type"}]]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": 0}}

# raises errors

UnknownHost TypeError - unknown host type assigned to the host (not within default host types)

# returns list of tags stored on OMS RPC server




# query example
https://hostnane: 8000/ ?i d=1&servi ce=t agser vi ces&nmet hod=l i st _t ags&par ans=[ "SESSI D', 0]

# sample response
{"error": null, "id": 1, "result": {"type": "func", "result": [{"tag": "OpenNode", "level": 1}]}}

# raises errors

# changes freeform (level 3) tag name

# query example

https://hostnane: 8000/ ?i d=1&servi ce=t agservi ces&nmet hod=edi t _freef orm tag_nanme&parans=["SESS|I D', 0,
"ol d_nane", "new_nane"]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": 0}}

# raises errors

StatsService

# returns stats from given physical server_hostname

# arguments define which stats will be returned, for example
# cpu - CPU load

# memory - memory information

# df - usage of disks/partitions

# uptime - server uptime

# kernel - kernel version

# network - network interfaces status

# bandwidth - network bandwidth statistics (represented in following ways XXB, XXk, XXM)
# swap - server's swap space path and usage statistics

# iowait - /O wait statistics

# query example

https://hostnane: 8000/ ?
i d=1&servi ce=st at sservi ces&nmet hod=get _st at s&par ans=[ "SESSI D', 0, "funcclient"]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result":
{"client" : "funcclient", "result" : {'cpu': {
' percentage' : '0.00",
"cpu_cache": "4096 KB",
"cpu_type": "Intel (R) Xeon(R) CPU 5110 @1.60GH",
"cpu_nhz": "1596. 040"},
"df' : {'percentage' : '0.00', 'total' : '0", 'used : '0',
"details": [
{"mount": "/", "used": "5436672", "dev": "/dev/mapper/Vol G oup00-

root", "free": "4196408"},
{"mount": "/storage", "used": "128717868", "dev":
"/ dev/ mapper/ Vol G oup00-storage", "free": "63946828"},
{"nmount": "/vz", "used": "7009104", "dev": "/dev/ mapper/ Vol G oup00-
vz", "free": "89322960"},

{"mount": "/backup", "used": "1579788", "dev":
"/ dev/ mapper/ Vol G oup00- backup", "free": "27319536"},
{"mount": "/boot", "used": "113240", "dev": "/dev/sdal", "free":
"853360"},
{"mount": "/dev/shnt, "used": "0", "dev": "tnpfs", "free": "5620020"}
1},
"kernel': '2.6.18-164.15.1. el 5.028st ab068. 9",
"menory': {'percentage' : '0.00', 'total' : '0', 'used : '0'},

"network": {"ip": "192.168.1.40", "nanme": "vnbr0"},




"uptime": "855087",
"bandwi dth": {'percentage': '0.00', "received": 5447, "pmaxinmunt: 104857600,
"sent": 6619},
"osrel ease": "Build 28",
"swap": {"path": "/dev/mapper/Vol G oup00-swap", "percentage": "0.00", "total":
"8388600", "used": "0"}

1 "iowait" : {"percentage": "0.30"}
I8

# raises errors

NetinterfaceService

# show servers routing table

# query example

https://hostnane: 8000/ ?
i d=1&servi ce=netinterfaceservi ces&met hod=show routing_tabl e&paranms=["SESSI D', 0, "funcclient"]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client": "funcclient", "result":
[{"count": "0", "use": "0", "destination": "192.168.1.211", "netrics": "0", "netmask":

"255. 255, 255. 255", "flags": "UH', "interface": "venet0", "router": "*"}, {"count": "0", "use":
"0", "destination": "192.168.1.122", "nmetrics": "0", "netnmask": "255.255.255. 255", "flags": "UH',
"interface": "venet0", "router": "*"}, {"count": "O0", "use": "0", "destination": "192.168.1.0",
"metrics": "0", "netmask": "255.255.255.0", "flags": "U', "interface": "vnbr0", "router": "*"},
{"count": "0", "use": "0", "destination": "192.168.122.0", "netrics": "0", "netnask":
"255.255.255.0", "flags": "U', "interface": "virbrQ0", "router": "*"}, {"count": "0", "use": "0",
"destination": "169.254.0.0", "netrics": "0", "netmask": "255.255.0.0", "flags": "U', "interface":
"vnbr0", "router": "*"}, {"count": "O", "use": "0", "destination": "default", "metrics": "0",

"netmask": "0.0.0.0", "flags": "UG', "interface": "vnbrO", "router": "192.168.1.1"}]}}}

# raises errors

# add static route entry to server

# query example

https://hostnanme: 8000/ ?
i d=1&servi ce=netinterfaceservi ces&ret hod=add_stati c_rout e&parans=["SESSI D', 0, "funcclient",
"192.168. 3. 0", "255. 255. 255. 0", " 0. 0. 0. 0", "vnbr0"]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client": "funcclient", "result":

0}}}
# raises errors

# edit servers static route entry

# query example

https://hostnane: 8000/ ?
i d=1&servi ce=netinterfaceservi ces&met hod=edit_static_route&parans=["SESSI D', 0, "funcclient",
"192.168.3.0", "255. 255. 255.0","0.0.0.0", "vnbro0","192.168.4.0","255.255.255.0","0.0.0.0"]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client": "funcclient", "result":
0}}}




# raises errors

# delete static route entry to server

# query example

https://hostnane: 8000/ ?
i d=1&servi ce=netinterfaceservi ces&ret hod=del ete_stati c_rout e&parans=["SESSI D', 0, "funcclient",
"192.168.3.0", "255. 255. 255.0","0.0.0.0", "vnbr0"]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client": "funcclient", "result":

0}}}
# raises errors

# edit servers static gateway

# query example

https://host nane: 8000/ ?
i d=l&servi ce=netinterfaceservi ces&net hod=edi t_stati c_gat eway&parans=["SESSI D', 0, "funcclient",
"192.168. 1. 1", "vnbr0"]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client": "funcclient", "result":

0}}}
# raises errors

# get servers default gateway for corresponding interface

# query example

https://host nanme: 8000/ ?
i d=1&service=netinterfaceservices&nret hod=get _def aul t _gat ewayé&par ans=[ " SESSI D', 0, "funcclient", "vnbr
0"

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client": "funcclient", "result":
"192.168.1.1"}}}

# raises errors

# list server's bridge interfaces with their members

# query example

https://hostnane: 8000/ ?
id=l&servi ce=netinterfaceservi ces&net hod=list_bri dges&parans=["SESSI D', 0, "funcclient"]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client": "funcclient", "result":
[{"bridge": "vnbr0", "nenbers": ["ethO", "vnet3", "vnet2", "vnet0"]}]}}}

# raises errors




# add new bridge interface to server

# query example

https://host nane: 8000/ ?
i d=l&servi ce=netinterfaceservi ces&nmet hod=add_bri dge&par ans=[ " SESSI D', 0, "funcclient", "testbridge","
192.168. 1. 41", " 255. 255. 255. 0", " 192. 168. 1. 1"]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client": "funcclient", "result":

0}}}

# raises errors

# add new member to bridge interface on server

# query example

https://hostnane: 8000/ ?
i d=1&servi ce=netinterfaceservi ces&ret hod=add_bri dge_nenber &par ans=[ " SESSI D', 0, "funcclient","testbr
i dge", "et h3"]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client": "funcclient", "result":
O}}}

# raises errors

# delete member from bridge interface on server

# query example

https://hostnane: 8000/ ?
i d=1&servi ce=netinterfaceservi ces&nmet hod=del et e_bri dge_nenber &par ans=[ "SESSI D', 0, "funcclient", "tes
tbridge", "eth3"]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client": "funcclient", "result":

0}}}

# raises errors

# delete bridge interface from server

# query example

https://hostnane: 8000/ ?
i d=1&servi ce=netinterfaceservi ces&ret hod=del et e_bri dge&par ans=[ "SESSI D', 0, "funcclient","testbridge

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client": "funcclient", "result":

0}}}

# raises errors




# edit bridge interface on server

# query example

https://hostnane: 8000/ ?
i d=1&servi ce=netinterfaceservi ces&mret hod=edit_bridge&parans=["SESSI D', 0, "funcclient","testbridge",
"192.168. 1. 41", " 255. 255. 255. 0", "192. 168. 1. 1"]

# sample response

{"error": null, "id": 1, "result": {"type": "func", "result": {"client": "funcclient", "result":

0}}}

# raises errors
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